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IR KT T L RERPHE A

% C1 MEEE* foFl2 FX%55 8% REFEEERLEHRL
AL R R
® e NIST-Core IoT Cybersecurity
%A B Capabilities Baseline
51.1.1 - -
CRI12-#rR8:e 42 % X # ik %] 2 0% Baseline 1
Software process and device identification and ~ [The 10T device can be identified both logically
51.1.2 authentication and physically.
CR 3.8- Session = &+
Session integrity
5113  [CRIBZMAASHEEE '
Public key infrastructure certificates
CRI1.2-# B2 42 % 2% & b w] 2 303 Baseline 1
5.1.14 Software process and device identification and  |The IoT device can be identified both logically
authentication and physically.
CRLIA-$H:" 24D & -
51.15 Strength of symrpetric key authentication
e CR3.3-% 27w :33
Security functionality verification
CR 12§t #8847 % 2K i e0ab W 3 303 Baseline 1
Software process and device identification and  |The 10T device can be identified both logically
5.1.1.6 authentication and physically.
CR22-& & * #4]
Wireless use control
P Baseline 3
iﬁtﬁc.)lrij;tﬁfnﬂzr: forcement Aqthorized users can sfecurel'y change th_e loT
51.21 CR2.2- &t 6 * ¥ 41 device’s configuration, including restoration to a
Lo * secure “default.” Unauthorized changes to the
Wireless use control 10T device’s configuration can be prevented.
5122 CR 2.6—%3‘;?? Sessior) 2 .,.E -
Remote session termination
5.1.3.1 - -
. [N o s ez Baseline 5
5.1.3.2 gtF:eig?t; ifﬁiajssa(;:jiib;;;ﬁ i thentication The 10T device can use cryptography to secure
its stored and transmitted data.
5133 CRL7-%4 & ingE i &
T Strength of password-based authentication
CR21-#fEHR -
Authorization enforcement
52.1.1 CRAL-F 3046 &
Information confidentiality
CR15-¥ i»iusd sl ¢ 12 Baseline 5
5212 Authenticator management _The 10T device can use cryptography to secure
e CR 1.9-24inm chisg B its stored and transmitted data.
Strength of public key authentication
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AL R
5 NIST-Core 10T Cybersecurity
RS [SC A B Capabilities Baseline
5291 CR4.3-% 7 5 ehig #
Use of cryptography
Baseline 6
52929 CR 3.1 3 = £ The loT _device can use industryaccepted,
R Communication integrity standardized protocols for all layers of the
device’s transmissions.
; 4 i Baseline 12
Physical-tamperresistance-and-detection(c The 10T device is designed to allow physical
5311 5.5.1.5) access to it to be controlled.
CR 2.13 - use of physical diagnostic and test
interface
Baseline 2
5411 CR3.10-g #7 The IoT de_Vice’s software and firmware can be
B Support for updates updated using a secure, controlled, and
configurable mechanism.
Baseline 6
5412 CR3.1-: =&l The loT _device can use industryaccepted,
B Communication integrity standardized protocols for all layers of the
device’s transmissions.
, oy Baseline 5
54.1.3 CR 4'?_%% ¥ mj " The 10T device can use cryptography to secure
Use of cryptography its stored and transmitted data.
CR3.10-¢ #7 -
54.14 Support for updates
CR6.1-%:p %7 3531 Baseline 7
Audit log accessibility The 10T device can log the pertinent details of its
CR6.2-# 4% ¥ cybersecurity events and make them accessible to
Continuous monitoring authorized users and systems.
CR211-pF &R
Timestamps
55.1.1 CR28-7 % 4% ©
Auditable events
CR 2.13 - use of physical diagnostic and test
interface
CR3.9-% 3 3 4, enifit
Protection of audit information
55.1.2 - -
Baseline 7
5513 CR6.1-%3p &7 w52 The loT de_vice can log the pertinent details_of its
o Audit log accessibility cybersecurity events and make them accessible to
authorized users and systems.
CR29-% ituz &
5.5.1.4 Audit storage capacity
CR210-% % 3+ a2 4 prenv i -
Response to audit processing failures
CR3.11- # # gk 2k 2 R
55.15 Physical tamper resistance and detection
CR3.3-% 2 # i in
Security functionality verification (B ‘& 7% i%)
56.1.1 e :
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* e NIST-Core loT Cybersecurity
E4EA Bk i Capabilities Baseline
5.6.1.2 -
CR7.6-%p 2 % 23k T_ Baseline 11
5621 Network and security configuration settings The 10T device can enforce the principle of least
0.4 CR7.7-% | # it 1+ functionality through its design and
Least functionality configuration.
Baseline 9
57.1.1 ) Information confirming the sources of all of the
T IoT devices’s software, firmware, hardware, and
services is disclosed and accessible.
57.1.2 - -
CR1.10-:u@ % v 4% -
6.1.1.1 Authenticator fgedback
CRL12-#r#8ie A7 2 K & b %] 2 30 Baseline 1
6.1.1.2 Software process and device identification and  |The 10T device can be identified both logically
authentication and physically.
6113  [C LS SRARBRER -
Public key infrastructure certificates
6.1.1.4 - -
6115 CR 1.9- 2 #2028 chig B -
T Strength of public key authentication
CRL12-#r#8ie A7 2 K & b %] 2 30 Baseline 1
6.1.1.6 Software process and device identification and ~ [The 10T device can be identified both logically
authentication and physically.
Baseline 3
CR21-3#H# 7 Authorized users can se'curely'change the' loT
6.1.2.1 AU thorizationﬂen forcement device’s configuration, including restoration to a
secure “default.” Unauthorized changes to the
IoT device’s configuration can be prevented.
6.12.2 CR 2.6—%3‘;?? Sessior) ke .,.E -
Remote session termination
6.1.31 CR1.11-#% F‘(m”g Y b -
Unsuccessful login attempts
o B O 2o s ezh Baseline 5
6.1.3.2 gtF:ei.g;th ifgiz;ssac::jj—);eﬁ i thentication The 10T device can use cryptography to secure
its stored and transmitted data.
6133 CRL7-% & pingEais &
T Strength of password-based authentication
6.1.3.4 - -
. A Baseline 5
6.1.3.5 (S?tF:ei;t; ffﬁi:ssa(;:iiﬂb:;eﬁg i thentication The 10T device can use cryptography to secure
its stored and transmitted data.
6.13.6 CRL7-%4 & v i &
T Strength of password-based authentication
6.21.1 CR1.9-2 4gind cnig B -
T Strength of public key authentication
6.2.1.2 - -
6.2.13 CR21-#HEH -

Authorization enforcement
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AL R
5 NIST-Core loT Cybersecurity
E4EA Bk i Capabilities Baseline
CRAI-FTafspit
Information confidentiality
CR15-¥ i»inedss ¢ 12 Baseline 5
6214 Authenticator management The 10T device can use cryptography to secure
B CR1.9-2 4z s & its stored and transmitted data.
Strength of public key authentication
CR212-% ¥ % 3 Baseline 9
6.2.2.1 Non-repudiation Information confirming the sources of all of the
Ve CR34-## 2 T % &L 10T device’s software, firmware, hardware, and
Software and information integrity services is disclosed and accessible.
, o Baseline 5
6.2.2.2 CR 4'?_%% ¥ mhlé " The 10T device can use cryptography to secure
Use of cryptography its stored and transmitted data.
Baseline-6:2
6223 CR3.1- 3 = FF- Use-of specific-protocols-should-be-verifiable by
e Communication integrity inspeection:
CR6.1-%:p %7 3531 Baseline 7
Audit log accessibility The loT device can log the pertinent details of its
CR62-#H% & cybersecurity events and make them accessible to
6311 Continuous monitoring authorized users and systems.
T CR211-pFRE &
Timestamps
CR 2.13 - use of physical diagnostic and test
interface
6.3.1.2 - -
Baseline 7
6.3.1.3 CR6.1-%3p &7 w52 The loT de_vice can log the pertinent details_of its
e Audit log accessibility cybersecurity events and make them accessible to
authorized users and systems.
CR29-%: 3% £
6.3.14 Audit storage capacity
CR2.10-% %+ a2 4 prehw Ji -
6.3.1.5 . ) .
Response to audit processing failures
NCR32-ZE & A2 7 3% -
Malicious code protection
6.4.11 CR32-E XL~ tF
Malicious code protection
CR7.6-%p 2 & >3 T Baseline 11
6.421 Network and security configuration settings The 10T device can enforce the principle of least
e CR7.7—% | # i 1+ functionality through its design and
Least functionality configuration.
Baseline 9
6511 CR 3.5-%?] » TR Information confirming the sources of all of the
e Input validation 10T devices’s software, firmware, hardware, and
services is disclosed and accessible.
6.5.1.2 - -
CR7A-F4] st 2 £ -
6.6.1.1 -
Control system recovery and reconstitution
| % sAE I -
6.6.1.2 CR7.3-#1] 5 b if 17

46



ssociation of Informa tion anc i Communication Standarc L

@ EURBERERGE

TAICS TS-0027-1 v1.0:2019

AL R
. NIST-Core 10T Cybersecurity
RS [SC A B Capabilities Baseline

6.7.1.1 - -
6.7.1.2 - -
6.7.1.3 - -
6.8.1.1 - -

CRL10-—:zE ¥ v 4 -
/111 Authenticator fgedback
7.1.2.1 - -

CR1.11-% preind 325 & -
7131 Unsuccessful login attempts

S o s ire szt Baseline 5
7.1.3.2 (S:tF:eigi; ffﬁz:;sac::jﬁ:eﬁ i thentication The loT device can use cryptography to secure
its stored and transmitted data.
7133 CRL7-% 4% L >z i & o
T Strength of password-based authentication

7.2.1.1 - -
7919 CR 1.9—2&%3&3&%@& o -

Strength of public key authentication
7.2.1.3 - -
7.2.2.1 - -
7.3.1.1 - -

2o s or Baseline 12
7.3.1.2 Sr?ygigall :[ajpi% i;:s'i:nie;anli ﬁitection The 10T device is designed to allow physical
access to it to be controlled.

7313 CR 3._14— BB B -

Integrity of boot process
74.1.1 - -
7.5.1.1 - -
7.6.1.1 - -
7.6.2.1 - -
7.7.1.1 - -
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